
 
 

 

 

 

This is an ideal opportunity to advance your career in banking, with a bank which has served 

the nation for over four decades. We provide shelter and support in fulfilling the aspirations 

of Sri Lankans including business community through diversified financial solutions. 

 

The HDFC Bank is looking for competent, dynamic & result-oriented individuals with a 

proven track record to fill the following positions. 

 

  

 

 

 

 

Job Profile: 

 Monitor and analyze security events and alerts generated by security tools and third party 

security vendor systems.  

 Investigate and respond to security incidents, including malware infections, phishing 

attempts, unauthorized access and other potential threats. 

 Conduct in-depth analysis of security events to determine root causes and access potential 

impacts. 

 Collaborate with IT and other departments to resolve incidents and implement preventive 

measures. 

 Perform vulnerability assessments and penetration testing to identify weaknesses in 

networks and systems.  

 Stay updated on emerging security threats and recommend improvements to enhance the 

organizations security posture.  

 Gather and analyze threat intelligence specific to financial sector, including emerging fraud 

schemes and targeted attacks. 

 Prepare detail reports on security incidents, trends and use the latest technology to protect 

information. 

 Perform any other ad hoc duties. 

 

          Candidate prerequisites: 

 A Bachelor Degree from a recognized university in the field of Information Security / 

Cyber security. 

 Relevant security professional qualifications would be a distinct advantage. 

 Knowledge of network security protocols and best practices. 
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 SECURITY OPERATING CENTER (SOC) ANALYST  
 

 
 
 



 Minimum 04 years working experience in similar capacity. 

 Sound knowledge on vulnerability management and security scanning tools. 

 Strong analytical and problem-solving skills. 

 Ability to work under pressure and respond quickly to security incidents. 

 Communication skills for reporting incidents and collaborating with teams. 

 

 Age: should be between 35 years to 45 years as at the closing date of applications. 

 

 

 

                                              APPLICATION PROCEDURE 

 

Applications with two non-related referees should be sent via email to careers@hdfc.lk on or 

before 30th September 2026 indicating the position applied in the subject line of the e-mail. 

The referees must include at least one from candidate’s previous employment. 

Those who do not possess the required qualifications and experience as at the closing date will 

not be eligible to apply for the above posts. Any application not meeting the required 

qualifications or received after the deadline will be rejected without any notice.  

Candidates who fail to provide originals of relevant documents at the interview will not be 

appointed under any reason. 

Any form of canvassing will be a disqualification.  

HDFC Bank reserves the right to postpone or cancel the recruitment. Only shortlisted candidates 

will be contacted for the next step of the recruitment process. 

 

 

 

Head of HR & Admin 

HDFC Bank of Sri Lanka 

P.O. Box 2085 

Sir Chittampalam A.Gardiner Mawatha, Colombo 02. 

Telephone: 0112356800       www.hdfc.lk 

 


