This is an ideal opportunity to advance your career in banking, with a bank which has served
the nation for over four decades. We provide shelter and support in fulfilling the aspirations
of Sri Lankans including business community through diversified financial solutions.

The HDFC Bank is looking for competent, dynamic & result-oriented individuals with a
proven track record to fill the following positions.

e SENIOR MANAGER - IT INFRASTRUCTURE & SECURITY

Job Profile:

Develop, implement, and maintain policies, procedures, and associated training plans for
infrastructure resource administration/security and appropriate use.

Monitor access to all systems and maintains access control profiles on computer network
and systems. Track documentation of access authorizations to all resources

Practice asset management, including maintenance of infrastructure component
inventory, life cycle management and related documentation.

Ensure all critical infrastructure components are 24x7 operational

Establish service level agreements with all vendors and suppliers, and monitor adherence
to those standards

Negotiate all service and equipment contract to obtain best product/service with optimal
costing

Plan and coordinate infrastructure refresh cycles to ensure the timely replacement and
upgrade of aging or obsolete equipment

Participate and support for DR/BCP/security/performance assessment related activities,
and make corrective activities for identified issues/concerns

Work on determining acceptable risk levels for the enterprise and ensuring the IT
environments are adequately protected from potential risks and threats.

Ensure systems are acceptably secure from internal and external threats.

Candidate prerequisites:
e Bachelor's degree in computer science, information technology, information security, or a

related field.

e Having industry certifications in modern IT infrastructure and security is a plus.

Having ISO 27001 certification, Lead Auditor, CISA, CISM is a plus
WITH



e Should have at least 5 years of experience in IT infrastructure management, with at least
2 years in managerial level.

e Strong technical knowledge of IT infrastructure technologies, including servers, storage,
networking, and security systems, with HA/load balancing

e Experience in managing and configuring enterprise-wide LANs, WANs, WLANSs, VPNSs,
etc.

e Exceptional knowledge of infrastructure services, contract evaluation, service level
agreement accomplishments, and best use of infrastructure for evolving needs

e Experience in managing a team of IT professionals and the ability to motivate and inspire
them to achieve their goals.

e Proven track record in developing and executing strategic IT infrastructure plans that
support business objectives.

e Excellent communication and interpersonal skills, with the ability to communicate
technical concepts to non-technical stakeholders.

e Knowledge on CBSL and other regulatory compliance and security requirements.

= Age: should be between 35 years to 50 years as at the closing date of applications.

APPLICATION PROCEDURE

Applications with two non-related referees should be sent via email to careers@hdfc.lk on or
before 30th September 2026 indicating the position applied in the subject line of the e-mail.
The referees must include at least one from candidate’s previous employment.

Those who do not possess the required qualifications and experience as at the closing date will
not be eligible to apply for the above posts. Any application not meeting the required
qualifications or received after the deadline will be rejected without any notice.

Candidates who fail to provide originals of relevant documents at the interview will not be
appointed under any reason.

Any form of canvassing will be a disqualification.

HDFC Bank reserves the right to postpone or cancel the recruitment. Only shortlisted candidates
will be contacted for the next step of the recruitment process.




