
SANCTIONS AND 
SHIP-TO-SHIP TRANSFERS – 

LEGAL PERSPECTIVE AND 
PRACTICAL DUE DILIGENCE

A party involved in a seemingly
innocuous ship-to-ship (“STS”) transfer
of cargo or bunkering, whether as a
vessel owner, charterer or STS service
provider may suddenly find themselves
facing criminal prosecution or being
frozen out of the U.S. Dollar money
system due to unknowing sanctions
violation.
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Sanctions are decisions that are part of diplomatic efforts by countries, multilateral or
regional organizations against states or organizations either to protect national security
interests, or to protect international law, and defend against threats to international
peace and security. 

These decisions can be manifested in political or economic terms or both. Economic
sanctions are commercial and financial penalties applied by one or more countries against
a targeted self-governing state, group, or individual. 

There are generally two types of sanctions, multi-lateral and unilateral sanctions.
Unilateral sanctions are applied by single countries whilst multilateral sanctions are
enacted by a group of countries such as the United Nations (“UN”) (in the form of UN
Security Council Resolutions) or smaller blocks such as the European Union (“EU”). 

Unilateral sanctions can be far-reaching and effective if applied by an economically
powerful country such as the United States. In the United States, the Office of Foreign
Assets Control (“OFAC”) is the agency responsible for administering and enforcing such
economic and trade sanctions

S A N C T I O N S

R E L E V A N C E  T O  S T S  T R A N S F E R S

STS transfer is a method of transferring bulk cargo
between ships out at sea. However, STS transfer is
a red flag for a possible sanctions violation as it is a
recognized go-to method for countries or entities
seeking to work around sanctions.

STS transfers, especially at night or in areas
determined to be high-risk for sanctions evasion or
other illicit activity, are frequently used to evade
sanctions by concealing the origin or destination of
surreptitiously transferred petroleum, coal, and
other material.

Some of the notable countries which utilize STS
transfers to circumvent sanctions are Iran and
North Korea.
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Since 2018, Iran has been the target of a suite of
United States sanctions due to its nuclear weapons
program. A major target of these sanctions is Iranian
crude oil exports. Iran has since relied on STS
transfers to sell sanctioned crude oil abroad. For
example, Iranian vessels were reported to have
turned off their Automatic Identification System
(“AIS”) transponders when crossing the Suez Canal to
hide their positions before offloading cargo (via STS)
to other small tankers bound for Syria and Turkey.
Closer to home, STS transfers were also reported off
the coast of Malaysia/Indonesia between Chinese
and Iranian tankers.

The supply of bunkers to vessels trading with Iran is
also affected by U.S. sanctions. Under OFAC rules,
the provision of bunkering services to an Iranian
flagged vessel, or a vessel operated directly or
indirectly by an Iranian company could be
sanctionable. Similarly, providing bunkering services
to a non-Iranian vessel transporting sanctionable
goods to or from Iran (i.e. petroleum products,
petrochemical products, etc) may also be subject to
sanctions.

The effectiveness of such sanctions is that they
prohibit U.S. companies (including their subsidiaries)
from taking part in or facilitating any transaction
with a sanctioned entity. The effect on U.S. financial
institutions means that payments made in U.S.
dollars may be blocked/rejected.

Generally, non-US companies who “materially” assist,
support or trade with sanctioned entities risk being
placed on OFAC’s Specially Designated Nationals and
Blocked Person’s list (“SDN list”) and run the risk of
losing access to the U.S. financial system/ability to
trade with U.S. companies

I R A N
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North Korea has been the target of UN Security Council resolutions since 2006 as a result
of its nuclear and ballistic missile programs. To place pressure on North Korea and to cut
off its revenue streams funding such programs, the UN Security Council placed a cap on
North Korea’s import of refined petroleum imports (diesel, petrol) as well as its export of
coal and sand.

In order to circumvent these sanctions, North Korea took to various methods which
include the use of STS transfers, some of which included the use of floating crane
platforms. If caught up in these transfers, STS transfer service providers may find
themselves in breach of various multilateral and/or unilateral sanctions.

For example, pursuant to UN Security Council Resolution 2375 (2017), Singapore
prohibits, inter alia, a person in Singapore (including a Singapore incorporated company)
and a citizen of Singapore outside Singapore from facilitating or engaging in any STS
transfer to or from a vessel flagged in North Korea or of anything that is supplied, sold or
transferred to, or by a person in North Korea.

The penalty includes a fine, jail term, or both. While there have been no reported cases
relating to STS transfers, people have been jailed in Singapore for breaches of such UN-
related sanctions.

N O R T H  K O R E A
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M A N A G I N G  T H E  R I S K  -  I G N O R A N C E  I S  N O T  A N  E X C U S E

As standard practice, “Know-Your-Client”
due diligence should always be conducted.
This involves not only researching the direct
transacting parties but also the vessels,
vessel owners, and operators involved in
the transaction. Since sanctions can come
from various sources (i.e. UN, U.S., EU, etc),
the sanction regimes that will likely be
relevant should be identified.

Murali has been in practice for 22 years. Since 2013, he has been the Managing Partner
of JTJB. He is accredited by the Singapore Academy of Law as Senior Specialist in
Maritime & Shipping Law. He is listed as a recommended lawyer in Legal 500 (2019), a
distinguished practitioner in Asialaw Profiles (2020) and one of Singapore’s top 100
lawyers in the Asian Business Law Journal (2019)

Murali’s practice focuses on Shipping and Commercial matters. He has acted for and
advised a wide range of clients, including shipowners, international banks and MNCs,
on a broad spectrum of cases.

Murali has also presented at conferences both locally and internationally on an array
of commercial and maritime topics. These include engagements on international
sanctions and regulations, regulatory challenges, the legal issues and risks involved in
ship-to-ship transfer operations and the global sulphur cap.

A B O U T  T H E  A U T H O R

As a self-help resource, the sanctioning authorities (i.e. UN, OFAC (U.S.)) often provide
tools and information on their websites. OFAC, for example, maintains an online search
function that allows one to search through the list of vessels/entities designated on
OFAC’s SDN list.

There are also certain red flags to look out for, such as trade to or from sensitive regions
(i.e. Iran, North Korea, etc), dealing with vessels that constantly change flags or ownership,
and vessels whose AIS often go “dark”. 

Another alternative is to invest in compliance software or engage a compliance firm
specializing in sanctions
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Complying with sanctions regulations in maritime & shipping involves a multifaceted
approach to risk assessment. Many types of commodities present different levels of risk;
and the complex supply chain – often involving regulators, agencies, JV partners, brokers,
financial institutions, insurers and other players – multiplies the challenge in maintaining
a sanctions compliant programme.

Updated with recent case studies and practical exercises, this seminar allows you to stay
on top of critical red-flags and high-risk sectors in shipping, latest economic sanctions,
particular considerations in documentation management, record-keeping, contracts of
affreightment, and best practice in due diligence.

T R A D E  S A N C T I O N S  C O M P L I A N C E  F O R  M A R I T I M E
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